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TITLE OF THE INVENTION 

IMAGE READING APPARATUS AND METHOD, IMAGE FORMING 
APPARATUS AND METHOD, IMAGE COMMUNICATION SYSTEM AND 
5 METHOD, AND STORAGE MEDIUM CAPABLE OF BEING READ BY A 

COMPUTER 

BACKGROUND OF THE INVENTION 

10 Field of the invention 

The present invention relates to an image reading apparatus that can 
be selectively connected to a plurality of image forming apparatuses via a 
network, and a method of implementing the same, a selected image forming 
apparatus and method, a communication system comprising the image 

15 reading apparatus and the image forming apparatus, and a storage medium 
capable of being read by a computer used in the above-described apparatus, 
method, or system. 

Description of the Related Art 
20 Conventionally, in a copying function of a copier, use by a user is 

managed by displaying a picture surface requesting input of an ID number or 
insertion of a card at the first of a copying operation flow, and prohibiting 
other operations. 

On the other hand, a system for realizing a remote copying operation 
25 has been devised, in which a scanner or a printer is provided on a network, 
and an image read by the scanner is transmitted to a printer in order to print 
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the image. 

However, in the above-described system, an operation panel is 
present at the scanner side, with the scanner connected to a plurality of 
printers. When a copying operation is performed by selection of one printer by 

5 the user, a system for managing use by the user when accepting a request for 
copying is not taken into consideration. For example, when various types of 
printers, such as printers where usage is managed, printers where the user is 
not managed, printers having different user data, and the like, are connected 
to one scanner, appropriate management for each printer is not taken into 

10 consideration. Accordingly, there exist problems such that, for example, when 
allocating a fee to a user in accordance with use of a printer, appropriate 
processing for allocating a fee cannot be performed. 



15 



SUMMARY OF THE INVENTION 



According to one aspect of the present invention, an image reading 
apparatus includes selection means for selecting and connecting one of a 
plurality of image forming apparatuses, first determination means for 
determining whether or not input of management information relating to a 

20 user is to be requested of the user based in information received from the 
selected image forming apparatus, input means for inputting the 
management information and transmitting the input management 
information to the selected image forming apparatus by the user in 
accordance with a determination of the first determination means, second 

25 determination means for determining information relating to 
permission/prohibition of image reading transmitted from the selected image 



- 3 - 



forming apparatus in accordance with the input and transmitted 
management information, and image reading means for reading an image of 
an original based on a determination of the second determination means, and 
for transmitting an image signal representing the read image to the selected 

5 image forming apparatus. 

According to another aspect of the present invention, an image 
forming apparatus includes request means for transmitting a request for 
input of management information relating to a user of an image reading 
apparatus to the image reading apparatus when the image forming 

10 apparatus is selected by the image reading apparatus, determination means 
for determining permission/prohibition of image reading based on the 
management information transmitted from the image reading apparatus in 
accordance with the request for input and for transmitting information 
relating to the permission/prohibition to the image reading apparatus, and 

15 image processing means for receiving and processing an image signal 
transmitted from the image reading apparatus in accordance with the 
information relating to the permission/prohibition. 

According to still another aspect of the present invention, an image 
reading method includes a selection procedure for selecting and connecting 

20 one of a plurality of image forming apparatuses, a first determination 
procedure for determining whether or not input of management information 
relating to a user is to be requested of the user based on information received 
from the selected image forming apparatus, an input procedure for inputting 
the management information and transmitting the input management 

25 information to the selected image forming apparatus by the user in 
accordance with the determination of the first determination means, a second 
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determination procedure for determining information relating to 
permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus in accordance with 
the input and transmitted management information, and an image reading 

5 procedure for reading the image of the original based on a determination in 
the second determination procedure, and for transmitting an image signal 
representing the read image to the selected image forming apparatus. 

According to yet another aspect of the present invention, an image 
forming method includes a request procedure for transmitting a request for 

10 input of management information relating to a user of an image reading 
apparatus to the image reading apparatus when an image forming apparatus 
is selected by the image reading apparatus, a determination procedure for 
determining permission/prohibition of image reading based on the 
management information transmitted from the image reading apparatus in 

15 accordance with the request for input, and for transmitting information 
relating to the permission/prohibition to the image reading apparatus, and 
an image processing procedure for receiving and processing an image signal 
transmitted from the image reading apparatus in accordance with the 
information relating to the permission/prohibition. 

20 According to yet a further aspect of the present invention, an image 

communication system includes an image reading apparatus including 
selection means for selecting and connecting one of a plurality of image 
forming apparatuses, first determination means for determining whether or 
not input of management information relating to a user is to be requested to 

25 the user in accordance with a request for input received from the selected 
image forming apparatus, input means for inputting the management 
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information and transmitting the input management information to the 
selected image forming apparatus by the user in accordance with the 
determination of the first determination means, second determination means 
for determining information relating to permission/prohibition of image 

5 reading of an image of an original transmitted from the selected image 
forming apparatus in accordance with the input and transmitted 
management information, and image reading means for reading the image of 
the original based on a determination of the second determination means, 
and for transmitting an image signal representing the read image to the 

10 selected image forming apparatus, and an image forming apparatus 
including request means for transmitting a request for input of the 
management information when the image forming apparatus is selected by 
the image reading apparatus, third determination means for determining 
permission/prohibition of image reading based on the management 

15 information transmitted from the image reading apparatus in accordance 
with the request for input and for transmitting information relating to the 
permission/prohibition to the image reading apparatus, image processing 
means for receiving and processing an image signal transmitted from the 
image reading apparatus in accordance with the information relating to the 

20 permission/prohibition, and communication means for performing 
communication of information between the image reading apparatus and the 
image forming apparatus. 

According to still another aspect of the present invention, a 
communication method includes the step of executing, in an image reading 

25 apparatus, a selection procedure for selecting and connecting one of a 
plurality of image forming apparatuses, a first determination procedure for 
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determining whether or not input of management information relating to a 
user is to be requested to the user in accordance with a request for input 
received from the selected image forming apparatus, an input procedure for 
inputting the management information and transmitting the input 

5 management information to the selected image forming apparatus by the 
user in accordance with a determination in the first determination procedure, 
a second determination procedure for determining information relating to 
permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus in accordance with 

10 the input and transmitted management information, and an image reading 
procedure for reading the image of the original based on a determination in 
the second determination procedure, and for transmitting an image signal 
representing the read image to the selected image forming apparatus, and 
executing in the selected image forming apparatus, a request procedure for 

15 transmitting a request for input of the management information relating to 
the image reading apparatus, a third determination procedure for 
determining permission/prohibition of image reading based on the 
management information transmitted from the image reading apparatus in 
accordance with the request for input, and for transmitting the information 

20 relating to the permission/prohibition to the image reading apparatus, and 
an image processing procedure for receiving and processing an image signal 
transmitted from the image reading apparatus in accordance with the 
information relating to the permission/prohibition. 

According to still another aspect of the present invention, a computer 

25 readable memory stores a program for implementing selection processing for 
selecting and connecting one of a plurality of image forming apparatuses, 
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first determination processing for determining whether or not input of 
management information relating to a user is to be requested to the user 
based on information received from a selected image forming apparatus, 
input processing for inputting the management information and transmitting 

5 the input management information to the selected image forming apparatus 
in accordance with a determination in the first determination processing, 
second determination processing for determining information relating to 
permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus in accordance with 

10 the input and transmitted management information, and image reading 
processing for reading the image of the original based on a determination in 
the second determination processing, and for transmitting an image signal 
representing the read image to the selected image forming apparatus 

According to still another aspect of the present invention, a computer 

15 readable memory stores a program for implementing request processing for 
transmitting a request for input of management information relating to a 
user of an image reading apparatus to the image reading apparatus when an 
image forming apparatus is selected by the image reading apparatus, 
determination processing for determining permission/prohibition of image 

20 reading based on the management information transmitted from the image 
reading apparatus in accordance with the request for input, and for 
transmitting information relating to the permission/prohibition to the image 
reading apparatus, and image processing for receiving and processing an 
image signal transmitted from the image reading apparatus in accordance 

25 with the information relating to the permission/prohibition. 

According to still another aspect of the present invention, a computer 
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readable memory stores a program for implementing selection processing for 
selecting and connecting one of a plurality of image forming apparatuses, 
first determination processing for determining whether or not input of 
management information relating to a user is to be requested to the user in 

5 accordance with a request for input received from the selected image forming 
apparatus, input processing for inputting the management information and 
transmitting the input control information to the selected image forming 
apparatus in accordance with a determination in the first determination 
processing, second determination processing for determining information 

10 relating to permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus in accordance with 
the input and transmitted management information, and image reading 
processing for reading the image of the original based on a determination in 
the second determination processing, and for transmitting an image signal 

15 representing the read image to the selected image forming apparatus, 
request processing for transmitting a request for input of the management 
information to the image reading apparatus when the image forming 
apparatus is selected by the image reading apparatus, third determination 
processing for determining permission/prohibition of image reading based on 

20 the management information transmitted from the image reading apparatus 
in accordance with the request for input, and for transmitting the 
information relating to the permission/prohibition to the image reading 
apparatus, and image processing for receiving and processing an image 
signal transmitted from the image reading apparatus in accordance with the 

25 information relating to the permission/prohibition. 

According to still another aspect of the present invention, an 
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authentication system includes a first terminal apparatus capable of 
executing a plurality of functions, and a second terminal apparatus for 
assigning and requesting execution of one of the plurality of functions. 
Different authentication functions are set for each of the plurality of 
5 respective functions of the first terminal apparatus. 

The foregoing and other objects, advantages and features of the 
present invention will become more apparent from the following description 
of the preferred embodiments taken in conjunction with the accompanying 
drawings. 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating the configuration of an image 
forming apparatus according to an embodiment of the present invention; 
15 FIG. 2 is a diagram illustrating the configuration of the entire 

network system to which the present invention is applied; 

FIG. 3 is a flowchart illustrating the flow of processing when 
performing a remote copying operation; and 

FIG. 4 is a diagram illustrating the configuration of picture frames 
20 displayed on an operation unit. 

DETAILED DESCRITION OF THE PREFERRED EMBODIMENT 

A preferred embodiment of the present invention will now be 
25 described in detail with reference to the drawings. 

FIG. 2 is a diagram illustrating the configuration of a network system 
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to which the present invention can be applied. 

In FIG. 2, the network system includes personal computers 
(hereinafter termed "PCs") 201 and 202, a scanner unit 203, a printer unit 
204, copying machines 207 and 208, and a LAN (local area network) 212. 

5 The PC 201 is a computer, which is usually used by a user, forms a 

document and exchanges electronic mail with other computers connected via 
the LAN 212. The PC 202 is the same as the PC 201, and is connected to the 
LAN 212. The scanner unit 203 and the printer unit 204 are connected to the 
PC 202 via a general-purpose computer interface provided in the PC 202. 

10 The scanner unit 203 is used, for example, for pasting an image read 

by the scanner unit 203 on a document formed on the PC 202. The printer 
unit 204 is used for printing a document formed on the PC 202. A system 
comprising the PC 202, the scanner unit 203 and the printer unit 204 has a 
simple copying function of printing an image read by the scanner unit 203 

15 using the printer unit 204. 

The printer unit 204 is a device capable of performing monochromatic 
printing as well as high-quality color image printing, and performs different 
authentication operations depending on jobs requested by the user. 

That is, in the case of high-quality color image printing, by requesting 

20 a user ID, a division ID, a title ID, or the like, whether or not the user is 
permitted to use the printer 204 is determined based on the title ID, and the 
user for whom a fee is to be claimed is specified according to the division ID 
and the user ID. When performing only monochromatic printing, only a user 
ID is requested. 

25 The copying machine 207 is an image forming apparatus having a 

large liquid-crystal touch panel, and is connected to the LAN 212. It has both 



a scanner function as an image reading apparatus, and a printer function. As 
a single unit, the copying machine 207 has a copying function as well as the 
function of printing data from a computer, or the like, i.e., the function of 
receiving a document or the like formed in the PC 201 or 202, or the like, 
together with command data for image formation via the LAN 212, 
developing the received data into bit-map image data, and printing the data. 
The copying machine 208 also has the same function. The copying machine 
207 or 208 requests a user ID in order to authenticate the user. 

Next, a description will be provided of a common portion of the image 
reading apparatus and the image forming apparatus according to the present 
invention which constitute the above-described network system, with 
reference to FIG. 1. 

In FIG. 1, a CPU 101 is a microprocessor for controlling the apparatus, 
and operates according to a real-time OS (operating system). A HD 102 is a 
large-capacity hard disk for storing a plurality of application programs used 
for the operation of the CPU 101, and is controlled by the CPU 101. A memory 
103 is a working memory used for the operation of the CPU 101, and can be 
accessed from the CPU 101 at a high speed. 

A high-speed CPU bus 104 is a bus used for interconnecting the 
above-described CPU 101, HD 102 and memory 103 and respective functional 
units (to be described later), and transfers data processed by the CPU 101 to 
the respective functional units and performs high-speed transfer (DMA 
(direct memory address) transfer) of data between the respective functional 
units. A PCI (peripheral component interconnect) bus is generally used as the 
CPU bus 104. A RIP 105 is a functional unit which receives an image forming 
command input from an external interface connected to a computer (to be 
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described later) and converts received data into a bit-map image in 
accordance with the contents of the command. The image forming command 
is input from the high-speed CPU bus 104, and is used for outputting an 
image to a high-speed image bus 116. Postscript, PCL, LIPS, CaPSL, or the 

5 like is used for the RIP 105. 

An image processing unit 106 is a functional unit for performing 
filtering processing, such as smoothing processing, edge processing, and the 
like, for an image input from a high-speed image bus 116 according to a 
processing command from the CPU 101. The image processing unit 106 also 

10 has a character recognition (OCR) function and an image separation function 
for separating a character portion from an image portion for an image input 
from the high-speed image bus 116. 

A compression/expansion unit 107 has the function of compressing an 
image input from the high-speed image bus 116 according to an image 

15 compressing method, such as MH (modified Huffman), MR (modified READ), 
MMR (modified modified READ), JPEG (Joint Photographic Experts Group), 
or the like, transmitting the compressed data to the high-speed CPU bus 104 
or again to the high-speed image bus 116, expanding the compressed data 
input from one of the two buses based on the used compression method, and 

20 transmitting the expanded data to the high-speed image bus 116. 

A bus bridge 108 is a bus-bridge controller for interconnecting the 
high-speed bus 104 and a low-speed CPU bus 109 (to be described later), and 
absorbs the difference in the processing speed between the buses. By using 
the bus bridge 108, the high-speed CPU 101 can access a functional unit 

25 which is connected to the low-speed CPU bus 109 and operates at a low 
speed. 
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The low-speed CPU bus 109 has a transfer speed lower than the 
transfer speed of the high-speed CPU bus 104, and is used for connecting a 
functional unit which has a relatively low processing capability. An ISA 
(Industry Standard Architecture) bus, or the like, is generally used as the 

5 CPU bus 109. A modem 110 is a functional unit provided between a public 
telephone line 111 and the low:speed CPU bus 109, and has the function of 
modulating digital data transmitted from the low-speed CPU bus 109 so as to 
be transmitted to the public telephone line 111, and the function of converting 
modulated data transmitted from the public telephone line 111 into digital 

10 data which can be processed within the image forming apparatus. 

A LAN 112 is a functional unit for connecting the apparatus to a local 
network, and is used for transmitting/receiving data with the local network. 
The Ethernet, or the like, is generally used as the local network. A 
nonvolatile memory 114 is a rewritable nonvolatile memory for storing 

15 registration division ID numbers corresponding to user IDs and/or division 
IDs in a corporation or the like, serving as management information relating 
to respective users, and an accumulated count value of output for the 
corresponding division. A flash ROM (read-only memory), or the like, is 
generally used as the nonvolatile memory 114. An accumulated count value 

20 for each use (color, black-and-white, or the like) and an accumulated count 
value for each title are also stored in the nonvolatile memory 114 in the 
printer unit 204. 

A panel interface 115 exchanges various control signals with an 
operation unit 121, and is a unit for transmitting a signal from an input 
25 switch, such as a key or the like, provided on the operation unit 121 to the 
CPU 101, and performing resolution conversion for displaying image data 
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formed in the RIP 105, the image processing unit 106, or the 
compression/expansion unit 107 on a liquid-crystal display unit provided on 
the operation unit 121. 

The high-speed image bus 116 interconnects image input/output 

5 buses of the respective image generation units (the RIP 105, the image 
processing unit 106 and the compression/expansion unit 106) to a scanner 
interface 117 and a printer interface 119 (to be described later). This bus 116 
is not controlled by the CPU 101, and performs data transfer under the 
control of a bus controller 122 (to be described later). 

10 A scanner unit 118 is a visual-image reading device including an 

automatic original-feeder, and includes a CCD color sensor for the three R, G 
and B lines, or a CCD line sensor for a black-and-white line. Image data read 
by the scanner unit 118 is transferred to the high-speed image bus 116 via the 
scanner interface unit 117. 

15 The scanner interface unit 117 has the function of performing 

optimum binary-coding processing of image data read by the scanner unit 118 
in accordance with the contents of processing in the preceding procedure, 
performing serial-parallel conversion in accordance with the data width of 
the high-speed image bus 116, and converting read R, G and B 

20 three-primary-color data into C, M, Y and Bk data. 

A printer unit 120 prints image data received from the printer 
interface 119 as visual image data on a recording sheet. A bubble-jet printer 
for performing printing on a recording sheet using a bubble-jet method, a 
laser-beam printer for forming an image on a photosensitive drum utilizing a 

25 laser beam, and forming an image on a recording sheet according to an 
electrophotographic technique, or the like, is used as the printer unit 120. 
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There exist monochromatic laser-beam printers, and C, M, Y and Bk color 
laser-beam printers. 

The printer interface unit 119 transfers image data transmitted from 
the high-speed image bus 116 to the printer unit 120, and has a bus-width 

5 conversion function of converting the bus width of the high-speed image bus 
116 into a bus width corresponding to the gradation of the output-side printer, 
and a function for absorbing the difference between the printing speed of the 
printer and the image-data transfer speed of the high-speed image bus 116. 

The operation unit 121 has a liquid-crystal display unit and a 

10 touch-panel input device attached on the liquid-crystal display unit, and a 
plurality of hard keys. A signal input through the touch panel or one of the 
hard keys is transmitted to the CPU 101 via the panel interface 115, and the 
liquid-crystal display unit displays image data transmitted from the panel 
interface 115. Functions, image data and the like in an operation in the image 

15 forming apparatus are displayed on the liquid-crystal display unit. 

Next, a description will be provided of an authentication operation 
and a printing operation when performing remote copying, which are 
principal operations in this embodiment. 

In this embodiment, the copying machine 207 is used as the image 

20 reading device of the invention, and the copying machine 208 which requests 
a user ID for authentication is used as the image forming apparatus of the 
invention. A description will be provided of the procedure of a remote copying 
operation in which the copying machine 207 performs an operation of 
inputting a user ID and an original-reading operation, and read data is 

25 transferred to and printed by the copying machine 208, with reference to the 
flowchart shown in FI.G 3. 
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In this embodiment, the image reading apparatus asks the image 
forming apparatus selected by selection means whether or not input of 
management information from the operator is to be requested. When it is 
determined that the input is to be requested, a message requesting input of 

5 the management information is displayed in order to input the management 
information. The input management information is transmitted to the image 
forming apparatus, permission/prohibition of a copying operation is asked, 
and a message indicating the capability of a copying operation is displayed 
when the copying operation can be performed. 

10 In FIG. 3, in step S101, a message requesting selection of an 

output-side printer as indicated by F101 in FIG. 4 is displayed on a 
copying-operation picture frame on the operation unit 121 of the copying 
machine 207. When the user has selected the copying machine 208 as the 
output-side printer in step S102, then, in step S103, a request for connection 

15 is transmitted to the selected copying machine 208 via the LAN 212. 

Upon reception of a request for connection from the copying machine 
207 in a state of awaiting reception of a request for connection in step S121, 
the copying machine 208 transmits a response of requesting input of an ID 
number (step S123). Upon reception of a response code in step S104, the 

20 copying machine 207 determines if input of an ID number is necessary (step 
S105). If the result of the determination in step S105 is negative, the process 
proceeds to step Sill, where a message of "capable of copying" is displayed. If 
the result of the determination in step S105 is affirmative, a message 
requesting input of an ID number as indicated by F102 shown in FIG. 4 is 

25 displayed, to provide a state of awaiting input of an ID number (step S106). 

When the user has input a four-digit ID number (a division ID in this 
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case) in step S107, then, in step S108, the copying machine 108 transmits the 
input ID number to the copying machine 208 via the LAN 212. Upon 
reception of the ID number in step S124, the copying machine 208 determines 
if there is an ID number which coincides with the received ID number from 

5 among ID numbers registered in the nonvolatile memory 114 (step S125). If 
the result of the determination in step S125 is affirmative, the copying 
machine 208 transmits a response code indicating permission of copying to 
the copying machine 207 via the LAN 212 (step S126). If the result of the 
determination in step S125 is negative, the copying machine 208 transmits a 

10 response code indicating prohibition of copying to the copying machine 207 
via the LAN 212 (step S127). 

Upon reception of the response code indicating permission of copying 
in step S109, the copying machine 207 displays a message indicating "capable 
of copying" on the operation unit 121, and accepts a copying operation (step 

15 Sill). When copying is prohibited, the process returns to step S105, where 
input of an ID number is determined. 

When a cancel key has been selected on the picture frame in the state 
of awaiting input of an ID number in step S106, or in the state of accepting 
copying in step Sill, the process returns to the picture frame for selecting an 

20 output-side printer in step S101. 

In step S112, when the user has instructed start of copying, the 
copying machine 207 starts original-reading processing. Original image data 
is read from the scanner unit 118, and the read data is transmitted to the 
compression/expansion unit 107 via the scanner interface 117 and the 

25 high-speed image bus 116. The data compressed in the 
compression/expansion unit 107 is stored in the memory 103 via the 
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high-speed CPU bus 104. The data stored in the memory 103 is stored on the 
HD 102 according to an instruction from the CPU 101. The original-reading 
processing is terminated after repeating the above-described operation for 
the number of times corresponding to the number of originals. 

5 Then, in step S113, the copying machine 207 transmits the data 

stored on the HD 102 to the copying machine 208 via the high-speed CPU bus 
104, the bus bridge 108, the LAN 112 and the LAN 113. Upon completion of 
the transmission of all data, the processing at the copying machine 207 is 
terminated. When the user has instructed to end of the copying operation by 

10 depressing the ID key in step S114, the copying machine 207 returns to step 
S105, where input of an ID number is determined. 

In the copying machine 208, in step S128, data received via the LAN 
113 is stored on the HD 102. In step S129, upon completion of the reception of 
all data, the copying machine 208 starts a printing operation. The CPU 101 

15 sequentially reads data stored on the HD 102 for respective pages, and stores 
the read data in the memory 103. The data is then transmitted to the 
compression/expansion unit 107 via the high-speed CPU bus 104. The image 
data subjected to expansion processing in the compression/expansion unit 
107 is transmitted to the printer unit 120 via the high-speed image bus 116 

20 and the printer interface 119, and the printer unit 120 prints the transmitted 
data. 

The CPU 101 updates accumulated output data corresponding to the 
received ID number from among management data stored in the nonvolatile 
memory 114 every time printing is performed on each sheet. This operation is 
25 repeated for the number of pages. Upon completion of printing of all data, the 
copying machine 208 returns to the state of awaiting reception of a request 
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for connection in step S121. 

The copying sequence according to input of the ID number is 
terminated in the above-described manner. 

As described above, in a system in which a remote copying function is 
5 realized by performing reading of an original and printing in different 
apparatuses interconnected via a network, by performing a user 
authentication operation at the original-reading side after assigning the 
output-side printer, it is possible to perform an appropriate authentication 
operation even if different user authentication methods are provided for 
10 respective printers. 

Next, a description will be provided of a storage medium according to 
another embodiment of the present invention. 

The system shown in FIG. 1 may be configured by hardware. However, 
when configuring the system as a computer system including the CPU 101, 
15 and a memory, such as the HD 102 or the like, the memory constitute a 
storage medium according to the present invention. A program for executing 
the processing procedure for controlling the above-described operation based 
on the flowchart shown in FIG. 3 is stored in the storage medium. 

A semiconductor memory, such as a ROM, a RAM (random access 
20 memory), or the like, an optical disk, a magnetooptical disk, a magnetic 
medium, or the like, may be used as the storage medium. The storage 
medium may also be configured by a CD(compact disc)-ROM, a floppy disk, a 
magnetic tape, a magnetic card, a nonvolatile memory card, or the like. 

Accordingly, functions and effects equivalent to the functions and 
25 effects of the above-described embodiment may also be realized and the 
objects of the present invention may also be achieved by using the storage 
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medium in another system or apparatus than the system or apparatus shown 
in FIG. 1, and reading and executing program codes stored in the storage 
medium by the system or a computer. 

Functions and effects equivalent to the functions and effects of the 

5 above-described embodiments may also be realized and the objects of the 
present invention may also be achieved when an OS, or the like, operating in 
a computer performs a part or the entirety of processing, or when, after 
writing program codes read from the storage medium into a memory provided 
on a function expanding board inserted in a computer or on a function 

10 expanding unit connected to the computer, a CPU, or the like, provided in the 
function expanding board or the function expanding unit performs a part or 
the entirety of processing, based on instructions of the program codes. 

As described above, according to the embodiments of the present 
invention, by performing user authentication after determining an image 

15 forming apparatus, in an image reading apparatus connected to a plurality of 
image forming apparatuses, it is possible to perform appropriate user 
management even when the image reading apparatus is connected to an 
image forming apparatus having different user management, such as 
division management or the like. 

20 It is also possible to appropriately perform fee allocating processing, 

and the like, by appropriately performing user management. 

The individual components shown in outline or designated by blocks 
in the drawings are all well known in the image reading apparatus and 
method, image forming apparatus and method, image communication system 

25 and method, and computer readable storage medium arts and their specific 
construction and operation are not critical to the operation or the best mode 
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for carrying out the invention. 

While the present invention has been described with respect to what 
are presently considered to be the preferred embodiments, it is to be 
understood that the invention is not limited to the disclosed embodiments. To 
5 the contrary, the present invention is intended to cover various modifications 
and equivalent arrangements included within the spirit and scope of the 
appended claims. The scope of the following claims is to be accorded the 
broadest interpretation so as to encompass all such modifications and 
equivalent structures and functions. 

10 
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WHAT IS CLAIMED IS: 

1. An image reading apparatus comprising: 

selection means for selecting and connecting one of a plurality of 
image forming apparatuses; 

first determination means for determining whether or not input of 
management information relating to a user is to be requested of the user, 
based on information received from the selected image forming apparatus; 

input means for inputting the management information and 
transmitting the input management information to the selected image 
forming apparatus, in accordance with a determination of said first 
determination means; 

second determination means for determining information relating to 
permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus, in accordance with 
the input and transmitted management information; and 

image reading means for reading the image of the original, based on a 
determination of said second determination means, and for transmitting an 
image signal representing the read image to the selected image forming 
apparatus. 

2. An image reading apparatus according to Claim 1, wherein said 
image reading means compresses the image signal and then transmits the 
compressed image signal. 

3. An image forming apparatus comprising: 
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request means for transmitting a request for input of management 
information relating to a user of an image reading apparatus to the image 
reading apparatus when said image forming apparatus is selected by the 
image reading apparatus; 

determination means for determining permission/prohibition of 
image reading based on the management information transmitted from the 
image reading apparatus, in accordance with the request for input, and for 
transmitting information relating to the permission/prohibition to the image 
reading apparatus; and 

image processing means for receiving and processing an image signal 
transmitted from the image reading apparatus, in accordance with the 
information relating to the permission/prohibition. 

4. An image forming apparatus according to Claim 3, wherein said 
image processing means performs printing of the image signal. 

5. An image forming apparatus according to Claim 3, wherein the 
image signal is a compressed image signal, and wherein said image 
processing means performs expansion processing of the compressed image 
signal. 

6. An image reading method comprising' 

a selection procedure for selecting and connecting one of a plurality of 
image forming apparatuses; 

a first determination procedure for determining whether or not 
input of management information relating to a user is to be requested of the 
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user based on information received from the selected image forming 
apparatus; 

an input procedure for inputting the management information and 
transmitting the input management information to the selected image 
forming apparatus in accordance with a determination in said first 
determination procedure?* 

a second determination procedure for determining information 
relating to permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus in accordance with 
the input and transmitted management information; and 

an image reading procedure for reading the image of the original, 
based on a determination in said the second determination procedure, and for 
transmitting an image signal representing the read image to the selected 
image forming apparatus. 

7. An image reading method according to Claim 6, wherein said image 
reading procedure comprises a procedure for compressing the image signal 
and then transmitting the compressed image signal. 

8. An image forming method comprising* 

a request procedure for transmitting a request for input of 
management information relating to a user of an image reading apparatus to 
the image reading apparatus when an image forming apparatus is selected 
by the image reading apparatus; 

a determination procedure for determining permission/prohibition of 
image reading based on the management information transmitted from the 
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image reading apparatus, in accordance with the request for input, and for 
transmitting the information relating to the permission/prohibition to the 
image reading apparatus? and 

an image processing procedure for receiving and processing an image 
signal transmitted from the image reading apparatus, in accordance with the 
information relating to the permission/prohibition. 

9. An image forming method according to Claim 8, wherein said 
image processing procedure performs processing for printing the image 
signal. 

10. An image forming method according to Claim 8, wherein the 
image signal is a compressed image signal, and wherein said image 
processing procedure performs expansion processing of the compressed image 
signal. 

11. An image communication system comprising^ 
an image reading apparatus comprising: 

selection means for selecting and connecting one of a plurality 
of image forming apparatuses, 

first determination means for determining whether or not 
input of management information relating to a user is to be requested of the 
user in accordance with a request for input received from the selected image 
forming apparatus, 

input means for inputting the management information and 
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transmitting the input management information to the selected image 
forming apparatus, in accordance with a determination of the first 
determination means, 

second determination means for determining information 
relating to permission/prohibition of image reading of an image of an original 
transmitted from the selected image forming apparatus, in accordance with 
the input and transmitted management information, and 

image reading means for reading the image of the original, 
based on a determination of the second determination means, and for 
transmitting an image signal representing the read image to the selected 
image forming apparatus** and 

an image forming apparatus comprising- 

request means for transmitting a request for input of the 
management information when said image forming apparatus is selected by 
said image reading apparatus, 

third determination means for determining 
permission/prohibition of image reading based on the management 
information transmitted from said image reading apparatus, in accordance 
with the request for input, and for transmitting information relating to the 
permission/prohibition to said image reading apparatus, and 

image processing means for receiving and processing an 
image signal transmitted from said image reading apparatus, in accordance 
with the information relating to the permission/prohibition; and 

communication means for performing communication of information 
between said image reading apparatus and said image forming apparatus. 
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12. An image communication system according to Claim 11, wherein a 
local area network is used as said communication means. 

13. A communication method comprising the step of 
executing in an image reading apparatus : 

a selection procedure for selecting and connecting one of a 
plurality of image forming apparatuses, 

a first determination procedure for determining whether or 
not input if management information relating to a user is to be requested of 
the user, in accordance with a request for input received from the selected 
image forming apparatus, 

an input procedure for inputting the management information 
and transmitting the input management information to the selected image 
forming apparatus, in accordance with a determination in the first 
determination procedure, 

a second determination procedure for determining 
information relating to permission/prohibition of image reading of an image 
of an original transmitted from the selected image forming apparatus, in 
accordance with the input and transmitted management information, and 

an image reading procedure for reading the image of the 
original, based on a determination in the second determination procedure, 
and for transmitting an image signal representing the read image to the 
selected image forming apparatus; and 

executing in the selected image forming apparatus- 

a request procedure for transmitting a request for input of the 
management information to the image reading apparatus, 
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a third determination procedure for determining 
permission/prohibition of image reading, based on the management 
information transmitted from the image reading apparatus, in accordance 
with the request for input, and for transmitting the information relating to 
the permission/prohibition to the image reading apparatus, and 

an image processing procedure for receiving and processing an 
image signal transmitted from the image reading apparatus, in accordance 
with the information relating to the permission/prohibition. 

14. A communication method according to Claim 13, further 
comprising the step of communicating information between the image 
reading apparatus and the image forming apparatus via a local area network. 

15. A computer readable memory storing a program, the program 
comprising: 

program codes for a selection process for selecting and connecting one 
of a plurality of image forming apparatuses; 

program codes for a first determination process for determining 
whether or not input of management information relating to a user is to be 
requested of the user, based on information received from the selected image 
forming apparatus; 

program codes for an input process for inputting the management 
information and transmitting the input management information to the 
selected image forming apparatus in accordance with a determination in the 
first determination process; 

program codes for a second determination process for determining 
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information relating to permission/prohibition of image reading of an image 
of an original transmitted from the selected image forming apparatus, in 
accordance with the input and transmitted management information; and 

program codes for an image reading process for reading the image of 
the original based on a determination in the second determination process, 
and for transmitting an image signal representing the read image to the 
selected image forming apparatus. 

16. A computer readable memory according to Claim 15, wherein the 
image reading process compresses the image signal and then transmits the 
compressed image signal. 

17. A computer readable memory storing a program, the program 
comprising* 

program codes for a request process for transmitting a request for 
input of management information relating to a user of an image reading 
apparatus to the image reading apparatus when an image forming apparatus 
is selected by the image reading apparatus; 

program codes for a determination process for determining 
permission/prohibition of image reading based on the management 
information transmitted from the image reading apparatus, in accordance 
with the request for input, and for transmitting information relating to the 
permission/prohibition to the image reading apparatus; and 

program codes for an image process for receiving and processing an 
image signal transmitted from the image reading apparatus in accordance 
with the information relating to the permission/prohibition. 
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18. A computer readable memory according to Claim 17, wherein the 
image process performs processing for printing the image signal. 

19. A computer readable memory according to Claim 17, wherein the 
image signal is a compressed image signal, and wherein the image process 
performs expansion processing of the compressed image signal. 

20. A computer readable memory storing a program, the program 
comprising* 

program codes for a selection process for selecting and connecting one 
of a plurality of image forming apparatuses; 

program codes for a first determination process for determining 
whether or not input of management information relating to a user is to be 
requested of the user, in accordance with a request for input received from 
the selected image forming apparatus; 

program codes for an input process for inputting the management 
information and transmitting the input management information to the 
selected image forming apparatus, in accordance with a determination in the 
first determination process; 

program codes for a second determination process for determining 
information relating to permission/prohibition of image reading of an image 
of an original transmitted from the selected image forming apparatus, in 
accordance with the input and transmitted management information; and 

program codes for an image reading process for reading the image of 
the original, based on a determination in the second determination process, 
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and for transmitting an image signal representing the read image to the 
selected image forming apparatus? 

program codes for a request process for transmitting a request for 
input of the management information to the image reading apparatus when 
the image forming apparatus is selected by the image reading apparatus; 

program codes for a third determination process for determining 
permission/prohibition of image reading based on the management 
information transmitted from the image reading apparatus, in accordance 
with the request for input, and for transmitting the information relating to 
the permission/prohibition to the image reading apparatus; and 

program codes for an image process for receiving and processing an 
image signal transmitted from the image reading apparatus, in accordance 
with the information relating to the permission/prohibition. 

21. An authentication system comprising: 

a first terminal apparatus capable of executing a plurality of 
functions; and 

a second terminal apparatus for assigning and requesting execution 
of one of the plurality of functions, 

wherein different authentication functions are set for each of the 
plurality of functions of said first terminal apparatus. 

22. An authentication system according to Claim 21, wherein said 
first terminal apparatus comprises a printer. 

23. An authentication system according to Claim 21, wherein said 
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second terminal apparatus comprises a scanner. 

24. An authentication system according to Claim 22, wherein the 
printer is enabled to perform at least high-quality color printing and 
monochromatic printing as the plurality of functions. 

25. An authentication system according to Claim 24, wherein, when 
execution of high-quality color printing is requested, the printer requests a 
user ID, a division ID, and a title ID in order to perform authentication. 
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ABSTRACT OF THE DISCLOSURE 

When performing remote copying between different apparatuses on a 
network, authentication of a user ID at the original-reading side is 

5 appropriately performed. A copying machine, serving as an image reading 
apparatus, selects and connects a copying machine, serving as an image 
forming apparatus according to an input operation of an operator. The 
copying machine, serving as the image forming apparatus, transmits a 
request for input of an ID after being connected. The copying machine, 

10 serving as the image reading apparatus, transmits an ID according to an 
input operation of an operator, and the copying machine, serving as the 
image forming apparatus, transmits information relating to 
permission/prohibition of reading based on the received ID. The copying 
machine, serving as the image reading apparatus, reads an image of an 

15 original based on the information relating to the permission/prohibition, 
compresses an image signal representing the read image and transmits the 
compressed image signal to the copying machine, serving as the image 
forming apparatus. The copying machine, serving as the image forming 
apparatus, expands the compressed image signal, and then prints the 

20 corresponding image. 
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